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Pete Hegseth — Verteidigungsminister der USA teil Angriffspléne in Signal Chat

Chain of messages believed to be from:
JV JD Vance: US Vice-President
JR John Ratcliffe: Director of the CIA

M Michael Waltz: National security adviser
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M Marco Rubio: US Secretary of State

SM Stephen Miller: White House policy adviser
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Michael Waltz

The team in MAL did a great job as well.
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Source: The Atlantic 8]8]
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Problem
Cybersecurity Under Pressure

KI verandert die
Angriffssituation

Regulatorische Anforderungen

Personalmangel

Fragmentierte Losungen

Ohne neue
Ansdtze werden
die Kosten fur IT
Sicherheit immer
weiter steigen
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Solution
DARA hilft dir, dich auf die wirklich wichtigen Dinge zu fokussieren.

DARA

Technische Organisatorische
Sicherheit Sicherheit
Statistic Model
ubergreifende
ML LLM o o
IT-Risikobewertung
Public Data Company Data

Effizientes IT Security
Managment

Modellarchitektur zur Analyse des digitalen
Zwillings zur Bewertung des IT Risikos
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Solution

Produktroadmap DARA

2024

2025

ThreatFinder

2026

ThreatSimulator

PolicyPilot

Impact Analysis

Modulbasierter Produktansatz.

2027

2028 Year

DARA
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Usecase ThreatFinder:

Priorisierung und Identifikation von Schwachstellen auf Basis Weltweiter Cyber Trends (4x besser als EPSS)

Before
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(il Type confusion in V8 in Google

ThreatFinder Analysis
< Back to ThreatFinder

; ‘ @ Type confusion in V8 in Google Chrome

Recommendation for action from DARA

« Update Google Chrome to the latest version, which is at least 128.0.6613.8
« Ensure that your browser's auto-update feature is enabled to receive the I
« Restart the browser after the update to ensure all new security fixes are af

« Regularly check the official Google Chrome blog or website for any securit)

Was this recommendation helpful? Yes No

Current cases

There are 20 reports of this vulnerability. Here are the latest news:

Google fixes ninth Chrome zero- (e Google Fixes High-Severity Chi
day exploited in attacks this year Flaw Actively Exploited i...

1u200blu200bToday, Google released a new
Chrome emergency.

21 Aug. 2024 @ 22. Aug. 2024

Google fixes ninth Chrome zero-day Google Fixes High-Severity Chr
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Usecase ThreatSimulator:
Angriffssimulation auf Basis des digitalen Zwillings

Identifikation von exponierten Personen
und Gerdten

Umsetzung in regulatorische
Malihahmen

Aufbau einer klaren und nachhaltigen IT
Security Strategie

Attack Scenario Attack Type

Exploiting Outdated Microsoft 365 Apps for Enterprise « Phishing

+ Remote Code Execution
Microsoft 365 Apps for Enterprise installed on Computer 1is outdated and contains multiple critical vulnerabilities (CVE-2024-21378 and CVE-2024-21413)

that allow for remote code execution. Attackers can exploit these vulnerabilities by sending malicious emails with specially formatted content or
attachments. If Employee 1, who has admin access, opens such an email, the attacker could gain control of Computer 1
Attack Type: Remate Code Execution via Email Exploits.
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Attack Simulation Steps Possible gation
1. Reconnaissance: The attacker gathers information about your company, including - Apply Patches: Immediately update Microsoft 365 Apps for Enterprise.

system vulnerabilities and employee data - Email Security: Implement robust email security measures.
2. Vulnerability Ident n: The attacker scans the network to find weak points, such as + User Training: Train users to recognize phishing attacks

unpatched software or exposed systems. + Firewall Configuration: Properly configure the firewall to block unauthorized access.
3. Exploitation: The attacker uses a vulnerabllity to gain unauthorized access to your = Password Policies: Enforce strong password policies.

system. = MFA: Implement Multi-Factor Authentication (MFA) for all user accounts.
4. Privilege Escalation: The attacker seeks to elevate access privileges to gain control over \

critical systems.

. Lateral Movement: The attacker moves within your network ta compromise other

systems and gather sensitive data.

o

. Data Exfiltration: Sensitive data is extracted from your systems, such as financial

information or intellectual property.

~

. Persistence and Covering Tracks: The attacker plants backdoors for future access and

deletes logs to hide their actions.



ThreatSimulator: Simulationsauszug von einem Kunden

Schwachstellen

CVE-2013-3900

Device NBPOLHLB

CVE-2024-38106

Device nbwernea3

CVE-2024-38063

Device nbwernea4

Attack Szenario Steps

1. Initial Access (T1078.001 - Valid Accounts: Default Accounts)

= The attacker uses the administrative credentials

(office.Kunde.de \ m.kammerer.admin)

obtained from the network scan to log into the SMB service on
NBPOHLB.office. Kunde.de.

10. Exfiltration (T1041 - Exfiltration Over C2 Channel)

* The attacker exfiltrates the collected data over a command and control (C2)
channel.

exploitation Code

POC Code for CVE-2013-3900:
import pefile
t o
dl1_path = "Ci\\path\\to\\legitimate.d11"
pe - pefile.PE(dll_path

us_code = b"\x98\x98\x90\x90" NOP sled
pe.set_bytes_at_offset(pe.OPTIONAL_HEADER.AddressOfEntryPoint
malicious_code

pe.write(dll_path

Exploit Code for CVE-2024-38063:

import scapy.all as scapy

packet scapy . IPv6(src="
dst="2001:0db8:85a3;¢
scapy . ICMPv6EchoRequest

scapy. send (packet
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ThreatSimulator: Simulationsauszug von einem Kunden

Mitigationsstrategie

Apply Security Patches: Ensure all systems are up-to-
date with the latest security patches including patches
for CVE-2013-3900, CVE-2024-38106, and CVE-2024-
38063.

Enable SMB Signing: Configure SMB signing to be
required on all SMB servers to prevent man-in-the-
middle attacks.

Disable IPv6: If not required, disable IPv6 on all Windows
systems to mitigate the risk of exploitation of CVE-2024-
38063.

Monitor and Audit: Regularly monitor and audit SMB
shares and Windows Registry for unauthorized changes.

User Education: Educate the user

(office.Kunde.de \ m.kammerer.admin) about the risks
of visiting unknown websites and downloading software
from untrusted sources

Ergebnis

Aktive Schulung von
exponierten Mitarbeitern mit
echten Szenarien!

Attack Scenario Attack Type

@ Exploiting Outdated Microsoft 365 Apps for Enterprise =+ Phishing

Micrasoft 365 Apps for En talled on cutdated and contains multiple critical vulnerabilities (CVE-2024-21378 and CVE-2024-21413)
that allow for remote code T ese vulnerabilities by sending malicious emails with specially formatted content or
attachments. If Employee uch an email, the attacker could gain control of Computer 1.

Attack Type: Remote Code Execution via Email Exploits.

Attack Path

« Remote Code Execution



Felix Weis (CRO)
+49 341 98998173
felix.weis@cyber-insight.de
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Focus on the important things!
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