Our mission: Protect I%elople, Defend Data



Protect People.
Defend Data.

proofpoint.

Risikofaktor
Mensch

Wie aktuelle Bedrohungen de
das Zentrum lhrer Sicherheitsstrate

Cybersecurity | Summit Masterclass | 12:00 Uhr

Hannes Schneider (Sr. Manager Sales Engineer) 1
Benjamin Renner (Sr. Named Account Manager)
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Proofpoint

Protecting over half a million customers,
including 87 of the Fortune 100.
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Protect People Defend Data

Stop human-
targeted attacks

Prevent
Misdelivery

Prevent Mitigate
Impersonation Data Loss
Mitigate Contain

Supplier Risk Insider Threats




2024/2025 Business and Attack Trends
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Rise of Al Digital Transformation Social Engineering
e o 1o
L] L] L]
Improved phishing Proliferation of Increased innovation and
Automated malware _attack and tools from threat actors
Scaled attacks exfiltration surface targeting people

Protecting data

Increased Risk Across Attack Chain

Initial 3 Info 3 Lateral ]
gecon compromise i eience gathering Y =sC movement Staging fpact
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Gartner 2024/2025 CISO Strategic
Imperatives
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Pivot to Human-
Centric Security

Adapt to Shifting Lean Into
Digital Operating Artificial
Models Intelligence

Gartner, Leadership Vision for 2024: Security and Risk Management | Tom Scholtz, Lisa Neubauer | January 2024

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation.

Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to
this research, including any warranties of merchantability or fitness for a particular purpose.



https://urldefense.com/v3/__https:/link03.gartner.com/CL0/https:*2F*2Fwww.gartner.com*2Fdoc*2F5069331*3Fref=shareSummary/1/0100018d853289bd-a7af3423-7fc7-4c52-9328-c4a3b17c33b4-000000/Sj1zmpu5OQvU18YVDJ6BCzu7BUvbxdoIBiwJrKHohQk=339__;JSUlJSU!!ORgEfCBsr282Fw!s-cVfjbuSCYISxz3IfZJKAVJtQSB7uf48aVtU1FRY4krLWJxQFFuhQupTbr2Ld96WcjRJu35OgBBUm99$

Gartner Calls Out Risks in Addition to

Phishing

proofpoint.

Use of Stolen Credentials
Ransomware
Exploit Vulnerabilities
Misdelivery
Privilege Abuse
Backdoor/ C2

Data Export

Scan Network

Threat risk
Impersonation risk
Data exfiltration risk

Identity risk
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The Four Dimensions
Of Human RISk —\ Internal targeting

31 parties/customers
Compromised/spoofed suppliers

Threat Risk )

BEC

Malware

Social Engineering
Credential Phishing

> Data Loss Risk

Careless user
Compromised user
Malicious user

M365 ATO

Active Directory PrivEsc and
lateral movement

prOOprintm © 2024 Proofpoint Inc. 7
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PI_’OteCtlng People_ Impersonation
with Human-centric —\ Protection
Security Solutions o i e

Threat ) Misdelivery

Protection Protection

99.9%+ 65% data loss risk

inbound threats reduction

ldentity
—// Protection

proofpoint.



Proofpoint People Protection

Redefining Email Security: End-to-end, Complete and Continuous
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Pre Post
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Attachment
Sandbox
Threat .
Intel + ML Adapnve Response
Models URL Email A .
Static i g utomation
(Email AT S

: \& Analysis  Telemetry) — (ccEYS) (TRAP and

Detection LLM- (Behavioral CLEAR)
:; I and Based Y

: \@ Warning Detection

Banners (Semantic
Al)

Ul " URL
RETINITE Isolation
(Click time

sandbox)

Threat Intelligence

Nexus Al

Behavioral Analysis

proofpoint.

© 2024 Proofpoint Inc.
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Proofpoint Information Protection

Defend Data Across All Channels including Co-pilots and Chat GPT

O K & &

AN
Insider Threat Endpoint DLP Cloud DLP GenerativeAl Email DLP
Management (User-mode agent) (API and proxy-mode Co-pilots. Chatbots
+ Isolation) P ChaltGPT ’

Alert Triage File Lineage Policy Management
Threat Hunting Investigation Workflows Executive Reporting Privacy Controls

_ Labeling Identity EDR SIEM/SOAR ICAP
Ecosystem Integrations

B Microsoft  Okka. @SailPoint  ‘crowpsTRike  splunk>  servicenow  €zscaler (S Shareric

pl"OOprintw © 2024 Proofpoint Inc. 10



Partnering to Deliver Human-Centric Security ¢

Best-in-class Technology Partner Ecosystem

okta 4 sailPoint

CYBERARK [ Pingldentity

servicenow.  splunk>

Chronicle

SOPHOS
Protect People
Email Security
Security Awareness
Identity Protection

Defend Data

Data Loss Prevention
Insider Risk/Threat NSROWDSTRIKE
Intelligent Compliance

() sentinelone

§ROWDSTRIKE

(i) sentinelone
Carbon Black.

prOOprintm © 2024 Proofpoint Inc. 11
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proofpoint.
Human Centric Security

Protect People (8

+ Stop human-targeted attacks

Defend Data

/_- Prevent misdelivery
* Mitigate data loss

@:@;\ __* Contain insider threats

* Prevent impersonation

+ Mitigate supplier risk

@ People Use Cases

@ Data Use Cases

v
Complete Detection Ensemble
Nexus Al « Behavioral Analytics ¢ Threat Intelligence
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Stop Phishing Attacks Mitigate Impersonation Risk
Protect your people from BEC, QR Protect your organization from

Code, URL, and Impersonation-based impersonation tactics that abuse your
threats. domains.

4t Human Centric Security

2 Sa

Protection From Defense-in-depth Against
Compromised Suppliers Account Takeover

Identify and defend users against Eliminate identity risks.
compromised supplier email accounts.



proofpoint. stop Phishing Attacks: Pre-Delivery Detection

PROOFPOINT VIEW
Re: Info for payment
jsmith@abcinc.com € Reply | ) Reply A8 . el | [
To: nicole.kay@globalmanufacture.com Ned 9/30/2020 303

Semantic Analysis .
Proofpaint — Urgent Reminder

+ The Semantic Analysis LLM _ _ _ . ;
engine has detected Kindly hold on the wire, do not send payment yet. We just got information from ABC Bank that our
suspicious intent insights account is currently undergoing Tax audit and any payment sent there will not be credited.
within the email.

Intent #1: Urgency. This is Will you be able to send an ACH payment?

intended to get the recipient to
react quickly without thinking. if you can, kindly let me know so that we can send you our ACH information.

But if you prefer to make the payment vid wire, we can send you our subsidiary wire information to
make the payment.

Intent #2, #3: Financial
payment and new bank routing
information. These are
intended to get the recipient to Your early reply would be appreciated.
send payment to the threat
actor's bank account.

Next =

{at Human Centric Security




proofpoint. stop Phishing Attacks: Pre-Delivery Detection

SOC ANALYST VIEW
Involvement

Evidence

Condemnation Summary Forensics Screenshots Samples Attack Progression TRAP Quarantines

Messages 2 D
Affected Users Blocked Delivered

* 0 affected users.

John Shider
Delivered

Messgaes With Rewritten With non-

With easy-to-understand )
Overview URLs  rewritten URLs

explainability, the SOC anahfS‘ Proofpoint detection and response overview. This t at w et 1o b -ious ba the following
can view the Semantic ti Clicks on
i [ 20 Total Messages rewritten URLs Blocked Permitted
Analysis results and
The first message was seen at
View Details >

supporting intent evidence. : oh
2023/03/18 06:00 PM Banking Fra

Observations

Al Inferred Theme

gests an attempt to deceive a b
vices they didnt purchase or re Hnent
to an account they control People @ i

included ir Intended (20)
=1 Financial Transaction Indicators

Financial Transacticm a .
Money Movement ind

Person Total Messages

requests f of personal information, urgent payment req )
s a o be tr I < to transfer funds a .
seem too good to be true, or requests to transfer funds to unfamiliar jsmith@acme.com
Ironald@acme.com
at contain u urusn o

v
ancial information or unaut , OF
suggest potential scams mli@acme.com

Show more

Condemnation Sources




proofpoint. stop Phishing Attacks: Pre-Delivery Detection

PROOFPOINT VIEW

B
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Behavioral Al

Proofpoint

+ Proofpoint’s behavioral Al
detection engine identifies key
message attributes like,
sender, receiver, images, URLs
and many more that may
indicate malicious messages.

The following malicious
message indicators were
detected:

+ Suspicious Text and Theme
* Uncommon Sender
* QR Code Presence

+ Suspicious Text and Theme

€« Next -

{at Human Centric Security

and update for your accoun?...

FradjUneend Categonize  Folow
Up

Al

[External] SecureQRSCAN#291152: Service specification and update for
your account7465309

QRCode-OutliookScan366 <RickM@®chester-jensen. coms

T b T2l s COm

B Microsoft

Security Authentication

Quickly scan above QR Code with your smartphone camera.

ration. All rights

This is the HTML

n




proofpoint. stop Phishing Attacks: Post-Delivery Detection

THREAT ACTOR VIEW

Tempest
Threat

Case 3:
Stop Advanced Email Threats
With Behavioral Al

+ Tempest uses a prompt that
he's succeeded with in the
past to socially engineer
unwitting employees in
accounts payable to send him
funds meant for one of their
trusted vendors.

®

How can | help you today?

Write a text message Explain this code:
asking a friend to be my plus-or C “cat configyaml | awk NF

Come up with concepts Suggest fun activities

oF a retro-style arcade game or a family visiting San Francisce

You are an email writer from a HRSoft billing team. The subject of the email is that you've reached out to THEIR
company several times...this is the third atternpt and they haven't responded with payment. Payment is already 90
days late. Acknowledge that this is the first time the specific contact at the client is hearing from the software
company, but if it's not submitted by the end of the week the software will stop working and their teams will lose

aceess. Include banking details.

0



proofpoint. stop Phishing Attacks: Post-Delivery Detection

THREAT ACTOR VIEW

& ChatGPT
(M « c
j N
[CA
Tempes

Thre:

+ ChatGPT returns an email
template which Tempest can
use to send to a variety of
organizations, with light
personalization to increase
authenticity and success
rates.

& Next —>

m Human Centriec Security

o
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X +

chat.openai.com/c/380b22b0-6122-4ae9-ae3d-671ea244dfe3

QO You

You are an email writer from a HRSoft billing team. The subject of the email is that you've reached out to THEIR

company several times...this is the third attempt and they haven't responded with payment. Payment is already 90
days late. Acknowledge that this is the first time the specific contact at the client is hearing from the software
ubmitted by the end of the week the software will stop working and their teams will lose

ails.

ChatGPT
Subject: Urgent: HR

suspended, resulting in disruption to your tea




proofpoint. stop Phishing Attacks

THREAT ACTOR VIEW

Tempest
Threat Actor

Tempest then accesses a low-
cost sales contact database.
Conveniently, it not only allows
him to filter for contacts by
company, but also by the
contact's tenure at the
company and technology in
use at the organization.

Tempest filters for companies
using HRSoft, and specifically
for contacts in accounts
payable who've been in their
role for less than one month.

€« Next -

{at Human Centric Security

: Post-Delivery Detection

Filters

Persona

Location

COMPANY INFO

Company

Buying Intent

# Employees by Dept.

Funding

Time Zone

Time in Current

Years Months

# Employees

SIC COdes

Headcount Growth

Founded Year

Job Titles

Titles accounts payable @

Total Years of Experience

Territories

Industry & Keywords

Technologies

Revenue

Languages




proofpoint. Stop Phishing Attacks: Post-Delivery Detection

THREAT ACTOR VIEW

® 0 [E o ~i & Urgent: HRSoft Account Pay

Overdue - | diate Action Requi
Message  Options

d e bleder@

Tempest
Thr r

.

With the best contacts in hand,
Tempest crafts an email from
a fake alias —Barry Leder
(bleder@hrs0ft.com) to Nicole
Kay, a new employee in
accounts payable at a target

unt Payment rdue - Immediate

Unfortunately, your payment is now 90 days overdue, and we must emphasize the urgency of the
company usi ng HRSoft. If payment ed by the end of this we: cess to our software will be suspended, r
nge payment a
Should you require any assistance or further cla 1 it act me direc
appreciate your immediate attention to this matter.
3amy Leder
<« Next >

Billing Specialist
HRSoft




proofpoint. stop Phishing Attacks: Post-Delivery Detection

END-USER VIEW

Nicole Kay
F nt Pz

ble

* Nicole receives the email with
the contextual warning banner,
and decides to report
malicious and delete.

Proofpoint flags the email as a

highlighting in the email
and a

< Next =

{nt Human Centric Security

] [B) v~ ~ &  Urgent: HRSoft Account Payment Overdue - || diate Action Required  nicole ball

Message

[ ' 55 M. o o

U] : ) =

Delete Junk Rules Read/Unread Categorize Follow Send to Share to
A T u

D OneNote Teams

ent: HRSoft Account Payment Overdue - Immediate Action Reguired

Barry Leder

+ Possible impersonation: The senders domain hrsDft.com, looks like hrsoft.com,
+ Sense of urgency: Common technique used in email
+ Suspicious sender: from hrsOft.com which

Report and Del tekA e nbox

2 days ago

ATTACHMEN

n Required

| hope this email finds you
understand that this may be the first time yo

caused

Unfortunately, your payment is now 90 days overdue, and we must emphasize the urgency of th uation. If payment is not

d by the end of this week, access to ou will be st Iting in disruption to your teams’ productivity.
any interruption to y , pleas:

arrange payment at your earliest ¢ . Below are our banking details
our reference:

.COm




proofpoint. Stop Phishing Attacks: Post-Delivery Detection

SOC ANALYST VIEW

]
]
John Shider
Security Analyst . .
.-l Sender, recipient, subjec

+ While investigating today's
focused events, John sees a
“Potential Lookalike Timestamp (latest first)
Impersonation” of HRSoft, one
of the trusted vendors to his
mpany.
company Mar 26, 2024
01:56 AM (UTC)

Mar 25, 2024

Mar 21, 2024

01:56 AM (UTC)

< D

{a} Human Centric Security

proofpoint.  acaptive Email Security =

=t or atts

100

80

Adaptive Email Security | Security Events

@ Focused Threats @ External Threats ﬂ Internal Threats (] Spam

Potential ersonation

%

Phishing

Blocked Pre-Delivery by Proofpaint TAP

Direct spoof impersonation

Remediated by Proofpoint TRAP

Urgent: HRSoft Account Payment Overdue - Im...

Acquisition forecast Q3

Payment Advice Note from 22 March, 2024

Q, search.. Ctrl+K a B @

= Filter B3 Last 30 days

Export as PDF

ender and recipient(s

bleder@hrsOft.com = Nicole Kay

edwin.smith@globex.com = Calvin Allison

login_services@landscapinggXpress.net =

Sue Bradley



proofpoint. Stop Phishing Attacks: Post-Delivery Detection

SOC ANALYST VIEW

proofpoint.  adaptive Email Security ¥
f Adaptive Email Security | Security Events
oo - Direct Spoof Impersonation Malicious
John Shider
[ e Email Analysis Email Header Sender Analysis
-
|
+ With Adaptive Email Security,
John can see the email was 8 Email
quarantined by its recipient
Nicole Kay, then automatically Urgent: Highspot Account Payment Overdue - Immediate )
. Action Require: Options v
deleted from her inbox. ; 3 e
Sender = Barry Leder bleder@hrsOft.com ) @ &
Reciplent 2 Nicole Kay nicole obalmanufacture.com ) @ &
ibject Urgent: Highspot Account Payment Overdue - g <

{a} Human Centric Security

Immediate Action Required

May 9, 2024 10:23:28 AM

Text Screenshot

Dear Nicole,

| hope this email finds you well. This is the third attempt to

reach out regarding overdue payment for your HRSoft

account. We understand that this may be the first time you

are hearing from our billing team, and we apologize for any

nnnnnnnnnnnnnnnnnnnn A

Safe v Spam v &« >

Email Insights

Urgency | O

Payment | '

A Sende

First-Time Recipient

nicole.kay@globalmanufacture.com ) @ &

Recently Registered Domain

Q, search.. Ctrl+K a =2

Event Assesment

Confide

Very Hig

eve

100

Key Indicator

Urgency ) [ Payment

Event Status etected by Adaptive Email Sect

User Quarantined

User Actions User Responses

& 0 replied to £ 1 malicious
? 0 forwarded © 0emails s
& 0 emails deleted @ 0 unsure

Event Timeline
3 Sep 30,2024 12:23 AM (UTC)
1 email arrived in 1 user inbox

+* 1 email analysed by Adaptive Email Security
Sep 30, 2024 12:23 AM (UTC)

© Adaptive Email Security classified 1 email

as Potential Lookalike Impersonation
Sep 30, 2024 12:23 AM (UTC)

& 1 email user quarantined by 1 user
Sep 30, 2024 12:23 AM {UTC)

£ 1 user marked 1email as malicious
Sep 30, 2024 12:23 AM (UTC)



proofpoint. Stop Phishing Attacks: Post-Delivery Detection

SOC ANALYST VIEW

John Shider

Security Analyst

+ John can see the domain was
recently registered, that Nicole
was a first-time recipient, and
that urgency and payment
topics were found, increasing
confidence in labeling the
email as potential lookalike
impersonation.

Adaptive Email Security reveals
that the email was sent from

hrs0ft.com, a domain similar to
their trusted partner hrsoft.com.

< D

{a} Human Centric Security

proofpoint

@ 2 2

4

Urgent: Highspot Account Payment Overdue - Immediate
Action Required

Adaptive Email Security =

Options

: Barry Leder bled o C:
: Nicole Kay nicole. ki obalmanufacture.com ) O &
Urgent: Highspot Account Payment Overdue - o <

Immediate Action Required

May 9, 2024 10:23:28 AM

Text Screenshot

Dear Nicole,

| hope this email finds you well, This is the third attempt to
reach out regarding overdue payment for your HRSoft
account. We understand that this may be the first time you
are hearing from our billing team, and we apologize for any
inconvenience caused.

Unfortunately, your payment is now 90 days overdue, and
we must emphasize the urgency of the situation. If payment
is not received by the end of this week, access to our
software will be suspended, resulting in disruption to your
teams' productivity.

To avoid any interruption to your services, please arrange
payment at your earliest convenience. Below are our

Pl Mo o b el b BB s et B

@ Tactic

Topic (2)

The fellowing topics were identified in the
body or subject of one or more emails

Urgency ) O

Payment ) '
A Sender

First=Time Recipient

The sender had never interacted with at
least one of the email reciplents before this
avent

(nlcole.kay@gloha\man ufacture.com) o Q

Recently Registered Domain

Sender domain registered 5 days before
email was sent

@hrs0ft.com ) & ¢

Suspicicus Domain

Sender domain looks similar to an external
counterparty’s domain

(*hrsOft.com’ looks like ’hrsnﬁ.cam‘) o <

Q, search.. Ctrl+K a =2

Event Assesment

Confide e

Very High

100

Key Indicator

Urgency ) [ Payment

Event Status

User Quarantined

User Actions User Responses

& 0 replied to £ 1 malicious
? 0 forwarded © 0emails s
B 0 emails deleted @ 0 unsure

Event Timeline

1 email arrived in 1 user inbox

1 email analysed by Adaptive Email Security

Sep 30, - 2:23 AM (UTC

Adaptive Email Security classified 1 email
as Potential Lookalike Impersonation

1 email user quarantined by 1 user

1 user marked 1 email as malicious
38 3 i I 1 C



proofpoint.
Human Centric Security

Protect People (8

+ Stop human-targeted attacks

Defend Data

/_- Prevent misdelivery
* Mitigate data loss

@:@;\ __* Contain insider threats

* Prevent impersonation

+ Mitigate supplier risk

@ People Use Cases

@ Data Use Cases

v
Complete Detection Ensemble
Nexus Al « Behavioral Analytics ¢ Threat Intelligence
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Understand Human Risk Threat-Guided Education

Correlate your security awareness Change User Behavior
program with real-world human risk

{2t Human Centric Security



proofpoint. Understand Human Risk

ANALYST VIEW

John Shider

Security Analyst

Background

+ The CISO of a global
manufacturing company
wants to escalate all security
alerts triggered by people in
Finance, a function that spans
multiple business units and
different Active Directory
groups.

John, a security analyst, is
tasked with investigating the
People Risk of those in
Finance.

{Rr Human Centric Security



proofpoint. Understand Human Risk

ANALYST VIEW

HH proofpoint_ People Ri {" ‘ Last Risk Calculation; 4/26/24,11:29 AM

TARGET GROUPS n N ¢ Risk for date: 4/26/2
. ALL PEOPLE IMMINEN £ MAJOR TARGETS SETS SOFT TARGETS VERY ATTACKED PEOPLE VERY VULNERABLE P! VERY PRIVILEGH
John Shider
Security Analyst
+ John's main questions are: .
: : 19,735 TotaL
+ Which people are putting
the organization at risk?
oft Target: PGO[)I(:‘
. Ch Very
+ How are risky people 2 Vulnerable 322 ¢ = e
. People ame Emal i€ Jepartmen
handling data? A
Carol Brown carol.brown@pfpt-demo.com Purchasing Manager Supply Chain & Operations
+ What is the right level and 19
type of training to mitigate Bristol Albert z6az6ookegbsOw@acme.com President And CEO Acme, Inc
human risk?
. . Bemie Cole v4v2uSasvb8ehw@acme.com Sr Manager, Client Service and S.. Administration
+ John uses Nexus People Risk Wiy P 5 Hllps
Explorer (N PRE) to answer all Sieber Welch tgpghzilbdckgg@acme.com Vice President, Information Secu... Security Officer
these questions with
integ rated views of I'iSk across Esta Chapman obmgmfvrsp2fbg@acme.com Support Supervisor | Enterprise Support, Flex HCM
: ¥ y
your Proofpoint products. 5

M;;;;);m Attacked riv d Vulnerable Sophronia Raymond 3pdpnOcmodqgScg@acme.com Staff Engineer, Desktop Systems  Desktop Engineering

. Merci Heath 9yebxe2tplidhw@acme.com Software Engineer V Applicant Tracking IT and Produ..
Industry Risks y plidhw@ q ppl a

€ Next =

{a Human Centric Security



proofpoint. Understand Human Risk

ANALYST VIEW - ) : .
pl'OOprll"lt. People Risk ) Last Risk Calculation: 4/26/24, 11:20 AM Acme

ORGANIZATIONAL RISK Bl ~  » rscocawamon

SENIORITY BUSINESS FUNCTION JEPARTMENTS DIRECTORY GRO USTOM GROUPS MAIL DOMAINS RISK PROFILES SPECIAL GROUPS COUNTRIES

T IMMINENT TARGETS 14 MAJOR TARGETS "] © LATENT TARGETS 15 very &

+ John navigates to look at
Organizational Risk by
Business Function and can
see the exact list of 287 Support
people in Finance and their Stephenie Bowen
risk scores. AL

nail Title
Gupta Short ibvoeZeaqidnzg@acme. com Supervisor, Fund Management and I Transaction Management
539b3wjobwidya@acme.com Sr Financial Analyst - HR and Insurance Services
Mayeul Hyde puxwiSugleabew@acme com PORIT Financial Analyst PSI Financial Management

Finance

Demetrius Underwood 61 kzemagmmgeda@acme.com Director, Financial Planning & Analy..  Financial Planning & Analysis - Servi
Operations

Quiana Barrera 7dgohugicyfepa@acme.com Sr Financial Analyst Corporate Financial Planning & Anal

Emylee Ewing vyrdevmSraubkg@acme.com Accounts Receivable Operations Sp...  Financial Risk
Technalogy

Karis Guzman euquedxgioTiba@acme.com Sr. Vice President, Chief Financial 0.. Finance
Other Functions

Kristopher Hendrix igidxxj0sfckng@acme.com Financial Analyst | HostingFinance
Product

¥

Bizdev

Vulnerabilities Privileges




proofpoint. Understand Human Risk

ANALYST VIEW o pl'OOprin‘l. People Risk a Last Risk Calculation: 426720, 1129 4 [ Acme |

ORGANIZATIONAL RISK

BUSINE!

John Shider

rity £

alyst

+ John scrolls to Vulnerabilities
to see that within Finance:

« 7 people failed phishing
simulation within the last
training period

Finance
« 1 person clicked on a
malicious link at least once
in the last 30 days

Operations

ication Admin
+ Clicker vulnerability is
concerning, so John wants to
see who clicked on a
malicious link.

Other Functio

ramning

& Next >

{nr Human Centric Security



proofpoint. Understand Human Risk

ANALYST VIEW

John Shider

Security Analyst

John finds that the person in
Finance who clicked on a
malicious link is Gupta Short,
who is part of the Transaction
Management Department

He then clicks into Gupta’s risk
profile to collect more
information.

<« Next >

{a Human Centric Security

proofpoint. reople Risk

ORGANIZATIONAL RISK

SENIORITY BUSINESS FUNCTION

Name

Sales
Support

HR

Finance
Operations

m

Technology
Gther Functions
Product

Phishing Simulation 12/17/2019 05:50:05
Bizdev g

Cloud & Intemet Security training

a

Last Risk Calculation:

4/26/24,11:29 AM

[#] Acme

COUNTRIES

Risk
I
|
I
I

[ —
I
I

I

Peaple

5




proofpoint. Understand Human Ri:

ANALYST VIEW pl'OOprint People Risk ) Last Risk Calculation: 4/23/24,207PM [l Acme

USER RISK € Riskfor date: 4

USERS GUPTA SHORT

Managers inance
Clicker vulnarability
Clicker vulnerability (s assigned to & user who clicked at
ce inthe Laat 30 day on a malcious Ik i & mall
1

peovided by TAP Dashboard Clicker vulnerability Finance

Security Diges
+ John finds out that Gupta was >ecurity Digest
attacked by a credential Name

phishing campaign using new report service UD 01/28/2024
disrupt-africa.com.

far more than 2 clicks
1 or 2 clcks Number of clicks during last month: 1 Managers

He also sees Gupta passed a
phishing simulation exercise
years ago, so perhaps it's time
for another one!
Threats
Security Awareness Training
Threat Attacked Email atest Activity Date
Name Last Date
https:/iwww.credphish.com./phishme_htm bvoa2eaqidnzg@acme. com 12/18/20, 2:53 AM
Phishing Simulaticn 12/16/2019 16:37:40 (V]

disrupt-africa com/ bvoe2eaqidnzg@acme com 12/12/20, 2:53 AM

Cloud & Internet Security trai..

Email & Social Engineering tr.

Families

GENERIC PERSONALIZED WEBMAIL PHISHIN... Backdoor
Insider Threat training

Mohbile Devices training




proofpoint. Understand Human Risk

ANALYST VIEW

proofpoint. Cloud Risk ‘ Last Risk Calculation: 4/26/24,11:29AM [E#)] Acme

15

L) TARGET GROUPS

ALL APPS V NT TARGETS MAJOR TA

John Shider

Security Analyst

+ For further investigation, John
decides to look at the Cloud
Risk view, to understand
potentially risky cloud o e
applications being used by

Finance. imminent Targets ontent Management 04/15/2024 18:15:56
* Rather than parsing the 44,483 fé T';‘,‘gf"s ceP. Marketing 04/05/2024 04:12:09
different applications, he Y

decides to segment only by v Collaboration 04/04/202419:18:33 483GB  7.78GB
lery Privileged Apps

Finance. 646 2

CRen Retail and Consumer Ser 2 04/02/2024 02:25:10

5'939?’ o Social and Communicati. 04/10/2024 03:29:38

v ¥ * 3

i e oW Lo Box Collaboration 3 04/24/2024 19:20:12
Motion Attacked Privileged Vulnerable - box.cor

x
~ . - =

ociated Threats
« Targeted and widespread attacks

a Vulnerabilities Privileges
< Rt 9 « Exploit of Vulnerabilities Y J g

{a Human Centric Security
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ORGANIZATIONAL RISK & Riskfordate: 4/26/2024 )

BUSINESS FUNCTION SENIORITY CUSTOM GROUPS DEPARTMENTS DIRECTORY G 'S COUNTRIES SPECIAL GROUPS RISK PROFILES EMAIL DOMAINS
r

+ John sees that 32,627 risky
applications are being used by -
Finance, most of these seem ' Support
to be permitted or tolerated.

32,627 overview

Applications

Other Functions b Name Category Tot ast Seer +Y

e

Further scrolling shows that
115 users are using the web Yecon System and Network 04/18/2024 09:19:37 2,56 GB
application Bit.ai, which has

been blocked. John wants to

learn more about Bit.ai. Operations

Product
S.a‘fes_‘l?rce‘ : Business and Finance 1 Tolerated 04/04/2024 15:09:43

bit.ai Operations Management 1 Blocked 04/02/2024 15:17:10

o
~

Finance

Quicklizard Sales 04/04/2024 17:44:25

Utilities 04/07/2024 21:39:38

PDFfiller
pdffiller.cc

Compliance § JSTOR

i Education and References 173 03/31/20242313:59 1.71 GB

o
~

o ¢ o ¢ 2
~ >

Marketing
Reltio Data and Analvtics 04/15/2024 16:16:08

{a Human Cent
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ohn Shider

» John sees a exact list of 115
users of the cloud app

+ The app was blocked by ITM
(Insider Threat Management)
and considered a Soft Target
(vulnerable and attacked).

+ 1.84 GB was uploaded and
9.85 GB was downloaded in
the past 30 days.

proofpoint. cioud Risk

APPLICATION RISK

bit.a

Operations Management

Bit Tech Labs
04/02/2024 07:17:10
Shadew IT

IT™ Aulva Zamara

Blockad Jaylinn Sharpe

Soft Targets
Emmalee Yillarreal
1.84 GE (las

585 OB (12t 3 Florida Nowris

9.21 6B

hryne Griffit
98.45GB Kathryne Griffith

6 Jordana Everett

¥ *

Anacked Privileged Vudnerabla
72 50 82

n Infrastructure Security

ﬂ Infrastructure Vulnerabilities
H Compliance

Threat Category

Malicious Urts

velgdvarhxjryg@ecme.com

2lpoms3gBpxhka@acme c

y9sptigdzntgpw@acme.c.

bk qkd3cikibzg@acme com

nkjkpt1 ewkgpna@acme.c.

baSjlhuTugelya@acme.com

Sales Representative Level Il

Manager, Enterprise Security

Sales Representative Level Il

Account Manager

Service Partner - Service C

Service Specialist

A Last Risk Calculation: 4/26/24, 11:29 AM

Sales area 99

Enterprise Sacurity

Sales area 997

Agency Health Operations ...

Enterprise 85/7

Dedicated Sarvice Center 7

Vulnerabilities

Cradiblity

nfrast

ulnerabilities

nfrastructure Security

% Risk for date: 4

D4/26/2024 021
04/26/2024 0241
04/26/2024 021
04/26/2024 02:16:

04/26/2024 02:1

Privileges

Users Privileges
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APPLICATION RISK £ Riskfor date:
APPLICATIONS

£ BitA

=3

ohn Shider

bit.a

Oparations Management

+ John can look at the overall ) ot
e it Tech Labs
Application Risk profile and C 04/0212024 071710
from there: y Shadow IT

™ Ayiva Zamora veigdverhyjryq@ecme.com  Ssles Representative Level || Sales area 99 04/26/2024 02:16:08

+ Discuss with the business
users, whether the app

Blocked Jaylinn Sharpe 2lpomS53gBpxhka@acme.c Manager, Entesprise Security  Enterprise Security 04/26/2024 02:16:08

Jot Grouy Soft Targets
should be unblocked. Emmalee Villarreal yaspi7goznigpwiacme.c Sales Representative Level | Sales area 097 04/26/2024 021608
1 1.84 GE (last 30 days)

9,85 GB (last 30 days) Florida Norris hiklghd3cikibag@acme.com  Account Manager Agency Health Operations ... 04/26/2024 021608

Discuss with the security
team, whether they can
manage those

vulnerabilities and risks.

9.21GB

T Katheyne Griffith nkjkpélewkgpna@iacme.c..  Service Partner - Sarvice €. Enterprise 86/7 04/26/2024 02:16:08

Jordana Everett bdSjlhuFugelya@acme.com  Service Specialist Dedicated Service Center 7 04/26/2024 02:16:08
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