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Our mission: Protect People, Defend Data



Risikofaktor 
Mensch
Wie aktuelle Bedrohungen den Mitarbeiter in 

das Zentrum Ihrer Sicherheitsstrategie rücken

Cybersecurity | Summit Masterclass | 12:00 Uhr

Hannes Schneider (Sr. Manager Sales Engineer)

Benjamin Renner (Sr. Named Account Manager)



Protect People Defend Data

Stop human-
targeted attacks

Prevent 
Impersonation

Mitigate 
Supplier Risk

Prevent 
Misdelivery

Mitigate 
Data Loss

Contain 
Insider Threats

Mitigate 

Human Risk

Nexus AI – Behavioral Analytics – Threat Intelligence

Proofpoint 
Protecting over half a million customers, 

including 87 of the Fortune 100.
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2024/2025 Business and Attack Trends

Increased Risk Across Attack Chain

Rise of AI 

Improved phishing

Automated malware

Scaled attacks

Protecting data

Digital Transformation

Proliferation of 
attack and 

exfiltration surface

Social Engineering

Increased innovation and 
tools from threat actors 

targeting people

Recon
Initial 

compromise
Persistence

Info 
gathering

Priv Esc
Lateral 

movement Staging Impact
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Gartner 2024/2025 CISO Strategic 
Imperatives

Adapt to Shifting 

Digital Operating 

Models

Pivot to Human-

Centric Security

Lean Into 

Artificial 

Intelligence

Gartner, Leadership Vision for 2024: Security and Risk Management | Tom Scholtz, Lisa Neubauer | January 2024
Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. 
Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to 
this research, including any warranties of merchantability or fitness for a particular purpose.

https://urldefense.com/v3/__https:/link03.gartner.com/CL0/https:*2F*2Fwww.gartner.com*2Fdoc*2F5069331*3Fref=shareSummary/1/0100018d853289bd-a7af3423-7fc7-4c52-9328-c4a3b17c33b4-000000/Sj1zmpu5OQvU18YVDJ6BCzu7BUvbxdoIBiwJrKHohQk=339__;JSUlJSU!!ORgEfCBsr282Fw!s-cVfjbuSCYISxz3IfZJKAVJtQSB7uf48aVtU1FRY4krLWJxQFFuhQupTbr2Ld96WcjRJu35OgBBUm99$


© 2024 Proofpoint Inc. 6© 2024 Proofpoint Inc. 6

Gartner Calls Out Risks in Addition to 
Phishing

Use of Stolen Credentials 

Ransomware

Exploit Vulnerabilities

Misdelivery

Privilege Abuse

Backdoor/ C2

Data Export

Scan Network

Identity risk

Threat risk

Data exfiltration risk

Impersonation risk
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The Four Dimensions
of Human Risk

Threat Risk

Impersonation Risk

Data Loss Risk

Identity Risk

BEC

Malware

Social Engineering

Credential Phishing

Internal targeting

3rd parties/customers

Compromised/spoofed suppliers

Careless user

Compromised user 

Malicious user

M365 ATO

Active Directory PrivEsc and 

lateral movement
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Protecting People 
with Human-centric
Security Solutions

Threat 

Protection

Impersonation 

Protection

Misdelivery 

Protection

Identity 

Protection

100% direct spoofing risk 

reduction with authenticated 

email

65% data loss risk 

reduction

80% AD, M365, and 

identity risk reduction

99.9%+ 
inbound threats
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Proofpoint People Protection
Redefining Email Security: End-to-end, Complete and Continuous

Pre

Delivery

Post

Delivery

Threat Intelligence

Nexus AI

Behavioral Analysis

Click 

Time

Attachment 

Sandbox

URL 

Sandbox

LLM-

Based 

Detection 

(Semantic 

AI)

ML

Models

(Email 

Telemetry)

Detection 

and 

Warning 

Banners

Threat 

Intel +

Static 

Analysis

Response 

Automation 

(TRAP and 

CLEAR)

Adaptive 

Email 

Security 

(ICES)

 

(Behavioral 

AI)

URL 

Isolation 

URL 

Rewriting 

(Click time 

sandbox)
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Proofpoint Information Protection
Defend Data Across All Channels including Co-pilots and Chat GPT

Alert Triage

Threat Hunting

File Lineage

Investigation Workflows

User Timeline

Executive Reporting Privacy Controls

Policy Management

Ecosystem Integrations
Identity EDR SIEM/SOAR ICAPLabeling

Email DLPInsider Threat 
Management

Cloud DLP
(API and proxy-mode 

+ Isolation)

Endpoint DLP
(User-mode agent)

DLP Transform

GenerativeAI
Co-pilots, Chatbots,

 ChatGPT
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Partnering to Deliver Human-Centric Security
Best-in-class Technology Partner Ecosystem

All AppsInternet

Endpoint Network

OperationsIdentity Management

Protect People Defend Data

Email Security

Security Awareness

Identity Protection

Data Loss Prevention

Insider Risk/Threat

Intelligent Compliance

API API

APIAPI
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Usecases and Tools  
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