
Staying Ahead in the AI Cyber Race 

Illuminate and disrupt evasive threats with Corelight 
OpenNDR



Before we dive into the AI

The core of any defense is "The importance of network telemetry"
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About Corelight
● Enterprise class network detection and response platform 

○ Forensic-grade network data 
○ Complete range of detection capabilities from signature based and static files with threat intel to anomalous 

behaviour detection and AI driven detections 
○ AI-assisted workflows 
○ Tool consolidation with integrated IDS, PCAP, NSM and YARA for increased SOC efficiency 

● Custodians of open source Zeek 
○ Most widely used network security monitor 
○ 25+ years of evidence and insights 

● Gartner Magic Quadrant Leader (NDR) 

Discover the technology quietly protecting the world’s most elite networks:



Technology 
of choice

Elite defenders are investing in Corelight and leveraging our technology to secure the products and 
services they deliver.
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Trends driving increased need for NDR in SOCs 
AI-driven threats and the operational complexities of defensive AI

Evasive, AI-driven 
Zero-Day Threats

SOC Alert Fatigue & 
Analyst Burnout

Regulations on 
sprawling 

infrastructure

Future ready AI SOC



AI-enabled ecosystem 

Providing structured, context-rich network data 
grounded in open-source standards already 
understood by LLMs, and designed to feed 
seamlessly into SIEMs and AI / ML pipelines -

AI-powered workflows 
Expert-authored workflows to accelerate SOC 
workflows for triage and investigations with on-
demand summaries, explanations, and 
response guidance.

Open NDR platform AI capabilities

AI-driven threat detection 

AI/ML detections that are backed by forensic-
grade network evidence - plus context - 
gathered in real time -  on-premise, and in 
hybrid and multi-cloud environments.



AI WORKFLOW

 Historically, a junior analyst might stare at this and not know where to start



INVESTIGATOR 



AGENTIC TRIAGE



AI WORKFLOW - UNDERSTANDING DETECTIONS



AI WORKFLOW - STEPS TO FOLLOW
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Win the AI Cyber Arms Race with Corelight

Multi-layered AI-driven 
threat detection 

• Broaden threat detection with 
supervised ML, unsupervised anomaly 
detection, behavioural analytics, and 
signature-based methods to cover over 
80 adversarial techniques within the 
MITRE ATT&CK® framework. 

• Identify risks across your environment 
by uncovering unauthorised access 
points, expired certificates, 
unauthorised protocol activity, and 
malware at scale in hybrid and 
encrypted traffic. 

• Create custom detections for specific 
threats, with support for industry-specific 
protocols like Multicast and MPLS, as 
well as encrypted protocols such as SSL 
and IPsec.

Expert-authored 
workflows combining AI 

and network context 

• Accelerate incident response through 
native integration with existing security 
tools, including EDRs, firewalls, and IT 
ticketing systems. 

● Accelerate time to understanding 
and enable high-confidence triage 
with guided response actions. 

● Quickly baseline and compare 
historical data flows to identify 
behavioural deviations during an 
investigation.

Quick access to data 
and support for 

compliance 

● Strengthen control integrity, 
including access and network 
segmentation for Zero Trust 
compliance. 

● Automate alerts and reports 
for supervisory tasks and 
compliance requests. 

● Maintain detailed, easily 
searchable Zeek logs to simplify 
audit trails. 

● Rapidly estimate and verify 
incident scope while improving 
governance via cost-effective 
data storage and retrieval. 

● Extend look-back windows for 
deep forensics.

AI-ready data for SIEMs 
and AI / ML pipelines - 

out of the box 

● Support correlation in SIEMs or 
SOARs that now leverage LLM 
plug-ins or copilots. 

● Feed logs directly into security 
data lakes and enrich them using 
LLM agents, without needing 
format conversions or APIs. 

● Generate accurate explanations 
or correlations over raw 
Corelight logs—simply by 
uploading the files and 
prompting naturally. 

● Build proof-of-concept AI copilots 
that ingest Zeek logs and 
generate narrative timelines, 
threat summaries, and IOC 
maps with contextual linking





Thank you

By combining multi-layered AI detection with forensic-grade data, you can turn the tide and stay ahead of the adversaries


