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Sebastian Bonk
Leiter Software-Abteilung, avodaq AG

Ausbildung

Erste juristische Prifung 2014 erfolgreich abgeschlossen.

avodaq AG

* Inhouse Applications

= avodaq Software Products
» Auftragsentwicklung

» Co-Development

Blockchain Patent

~Method and System
= DevOps/Platform Engineering operating
= Observability a Domain Name System !
= Cloud-Native Infrastructure vl @ Bled i "
= Allab EP4468654* \1
|
\ *https://patentscope.wipo.int/search/en/detail.jsf?docld=EP443358962& fid=EP471844920
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Microsoft Partner

Unsere Leistungen splunk>
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Impact von Al

3 Akshay Verma @ . 2n¢ + Follow
- Al

Happy to announce that I'm currently helping our long-time client, Loop, as an
interim head of design. We have big plans for the near future and awesome new
things are cooking!

Dear Colleagues,

The world is in pcri[.
And not just from Al
or bioweapons, but
from a whole series of

This is what | love doing — creating teams and cultures where design drives
innovation. I'm fortunate to have been able to play that role a few times now, first
with Obvious and then with Prophecy (so proud of Siddharth Ahuja, Mahima
Chandak and Aakash Aggarwal going on to do amazing things!). And I'm glad
I'm getting to do that again, still working as a consultant, but this time driving
change from the inside.

interconnected crises
unfolding in this ya
moment....

The design team is already growing by leaps and bounds in both their skills and VS

their strategic impact in the org. But there's a ot to do. Over the next few
months, our aim is to double it in size by bringing in really great people and
creating the space for them to nurture their creativity. We are working hard to
dramatically reinvent healthcare and health insurance. If that excites you, come
work with us.

Posting our first job opening here, with more to come. Recommendations much
appreciated!

Lo 14 . ‘e ANTHROPIC'S HEAD OF AI
Reactions SECURITY QUITS, WARNS

o D €2 OF "WORLD IS IN PERIL’ IN
& - 3. @ QS CRYPTIC RESIGNATION LETTER

Klassischer Jobwechsel Al Jobwechsel
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~Release” von Antrophic Mythos

Firefox JS shell exploitation

. Percentage of trials model generated a successful exploit Percentage of trials model achieved register control (but could not exploit) . Did not succeed

BSI: Eine Frage der nationalen Sicherheit

Das BSI nehme die Ankiindigungen von Anthropic sehr ernst und erwarte

Trials (%)

"Umwalzungen im Umgang mit Sicherheitsliicken und in der
Schwachstellenlandschaft insgesamt"”, sagte Plattner. Konsequent zu Ende gedacht,
konnte es mittelfristig keine unbekannten klassischen Software-Schwachstellen mehr

X geben.
Sonnet 4.6 Opus 4.6 Mythos Preview

https://red.anthropic.com/2026/mythos-preview/ Dies wurde eine Verschiebung der Angriffsvektoren
und einen Paradigmenwechsel mit Blick auf die
Cyberbedrohungslage zur Folge haben.

Claudia Plattner, BSI-Prasidentin

\ https://www.zdfheute.de/politik/deutschland/ki-anthropic-claude-mythos-schwachstellen-software-bsi-100.html
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Angriffe auf die Software Supply Chain

ALL MODERN DIGITAL
INFRASTRUCTURE

A PROJECT SOME
RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY
MAINTAINING
SINCE 2003

https://xkcd.com/2347/
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Braucht es wirklich ,,Mythos*?

N

But here is what we found when we tested: We took the specific vulnerabilities Anthropic showcases
in their announcement, isolated the relevant code, and ran them through small, cheap, open-
weights models. Those models recovered much of the same analysis. Eight out of eight models
detected Mythos's flagship FreeBSD exploit, including one with only 3.6 billion active parameters

costing S$O.11 per million tokens. A 51B-active open model recovered the core chain of the 27-

year-old OpenBSD bug.

https://aisle.com/blog/ai-cybersecurity-after-mythos-the-jagged-frontier

o =avobaq
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Warum Software-Entwicklung stark von Al beeinflusst wird

Inspiriert von Aaron Levie, CEO von Box

()
= AB

Code ist verifizierbar Software-Entwickler Code ist 100% Text Dokumentation ist
haben weitreichende Bestandteil des
Berechtigungen Entwicklungsprozesses

In Kontrast zu Aufgaben in den Bereichen

Sales Finance Marketing Legal

— Anpassung von Prozessen/Voraussetzungen notwendig s
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Ein , alternatives” Ende von Citrini Research

The Pathway to Multi-Week Autonomy

The 2028 Global
Intelligence Crisis

-

Al Agent Capability Scaling

Claude Opus 7
~420h (~18 days)

Jul 2026

Model Release Date

https://www.citriniresearch.com/p/2028qic
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Menschen s
aber eher schlech

,. Extrapolation,
yentiellen Denken.
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Immer ein ,Human in the Loop*?

NEW YORKER

UNDER REVIEW

HOW PROJECT MAVEN
PUT Al INTO THE KILL
CHAIN

A new book charts the creation qf a secretive system that
automates wmfare for the miﬁfm}ﬂ. The progression ft'am target
fderzf{ﬁmrfan to target destruction is ﬁ:lz;r clicks.

By Gideon Lewis-Kraus
April 15, 2026

https://www.newyorker.com/books/under-review/how-project-maven-
put-ai-into-the-kill-chain

The entire process, from target
identification to target destruction, is four
clicks. In 2023, one source told her that he
could sign off on eighty targets in an hour:
“Accept. Accept. Accept.” The old system
could hit fewer than a hundred targets a day;
the new system can hit a thousand, and with
the recent integration of L.L.M.s that
number has risen to five thousand.

I

o =avobaq
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Al - Deep Learning Training und Inferencing

TRAINING INFERENCING
Lernen neuer Fahigkeiten Anwenden des trainierten
mithilfe vorhandener Daten Models mit neuen Daten

Training New Data

Untrainiertes _ Dataset Trainiertes Model

Neural Network Model ) at” mit neuen Fahigkeiten

Deep Learning
Framework

Cybersecurity Summit 2026

App-Service mit
Al-Fahigkeiten

Trainiertes Model
auf Performance
optimiert
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Wo stehen die Fakten in LLMsS?

Michael Jordan plays the sports of ...

aaaaaa vw—vs.lt.l't.:t.f‘.';‘.'vt'!t.':r:‘

IOAOCOOAOGOHORANR!
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Multilayer Perceptrons
(MLP)

° Watch on YouTube

basketball N 80%
baseball ] 5%
Basketball [ 3%
golf | 2%
professional | 1%
the |o%
bas | 0%
basket | 0%
his | 0%
Baseball | 0%
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Think about what that means.

If a hostile actor develops equivalent capability
and Anthropic itself acknowledges this is a question of when,
not if, the entire model of “find, disclose, patch” that the
security industry runs on becomes obsolete overnight.

No CVE process moves fast enough.
No patch management cycle closes the gap.


https://medium.com/@ricardomsgarces/claude-mythos-might-break-cybersecurity-but-not-in-the-way-you-think-d5c64ecbbd3b

@ouwrse | GenAIFEERTY

CHEAT SHEET

LLM & GenAl Security Landscape 2026, Q2/Q3

https://genai.owasp.org/ai-security-solutions-landscape/
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Schild Nr. 0: Angriffslevel verstehen

RAND: A Playbook for Securing Al Model Weights

 Top-priority operations by the top cyber-capable institutions

‘ @ Standard operations by leading cyber-capable institutions

- ® Cybercrime syndicates and insider threats

_ @ Professional opportunistic efforts

Security Levels (SLs)

https://www.rand.org/pubs/research_briefs/RBA2849-1.html

o SVoDag Cybersecurity Summit 2026

20


https://www.rand.org/pubs/research_briefs/RBA2849-1.html
https://www.rand.org/pubs/research_briefs/RBA2849-1.html
https://www.rand.org/pubs/research_briefs/RBA2849-1.html

Schild Nr.1: One Agent, One Job

No general-purpose agents

Crash tracker

OUTSIDE FLEET STATUS: . : ' _ Monitors crash reporting services, classifies crash patterns, flags regressions

WORLD | / 12 agents € .
: / 347 tasks today ) Analytics agent
/ $0.02 avg- E : |

Queries dashboards, spots anomalies, generates reports

Telemetry analyzer
Processes app telemetry, identifies performance degradation

Code reviewer
Scans for quality issues, suggests improvements

Channel scanner
Watches user acquisition streams (forums, social media) for sentiment and
opportunities

PR creator
Takes findings from other agents and autonomously drafts pull requests

\ https://dev.to/nesquikm/my-ai-agents-create-their-own-bug-fixes-but-none-of-them-have-credentials-2ho8

https://dev.to/nesquikm/i-run-a-fleet-of-ai-agents-in-production-heres-the-architecture-that-keeps-them-honest-3l1h

o SVoDag Cybersecurity Summit 2026
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Schild Nr. 2: Neue GIT-Strategien & Al Code Reviews

Parallele Software-Entwicklung wird steigen Uberpriifung von Merge Requests mit Al
Nachvollziehbarkeit von Al Codes Changes Al in der Entwicklung als Klammer denken

Git Operation List

checkout 2

git rebase 1

push -fu origin f2
checkout 3

git rebase f2

push -fu origin 3

H OF REVIEWS

origin/f2 origin/f3

| COMPLEXITY

https://timothya.com/blog/git-stack/ https://refactoring.fm/p/ai-code-reviews
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Schild Nr. 3: Security und Software-Entwicklung zusammen denken

Endpoint & Identity Network E-Mail & Cloud
. . Network Analytics Cloud Analytics
Secure [Endpom!: | Orbital Secure Firewall Sl Thpeal: Delemse
Identity Intelligence Secure Access

Log Data
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Claude, wer? Lasst uns mal rauszoomen ...

Individuals using the Internet (% of population)

Each dot is ~3.2 million people

, Internationa mmunication Union ( ITU ), uri: datahub.itu.int

License : CC

Line

LABEL

1990 - 2025

Quelle: https://x.com/damianplayer/status/2025234388137468387/

Quelle: https://data.worldbank.org/indicator/IT.NET.USER.ZS
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Sprecht uns an bei Bedarf zu diesen Themen!
> Security Advisory > Secure Infrastructure > Managed Security Services

« Security Operations » [T-Security

Center - Security Advisory

e Incident Detection &

* Infrastructure Security
Response

o SVoDag Cybersecurity Summit 2026
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 Paradox2

Klug genug, um
Al zu erfinden.
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Und immer noch ratlos,
ob wir das Richtige
getan haben.

Dumm
Al zu
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Besucht uns an unserem Stand:
IT Security - Al ready

> Security Advisory > Secure Infrastructure > Managed Security Services

Fynn Thode

Account Manager

Kai Irmler

Teamlead Security
Adyvisory & Compliance

Malik Afroune

Account Manager

Fabian-Henning Behnecke

Sebastian Bonk

Project Manager

sbonk@avodag.com

Jorg Klein

Sr. Account Manager
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Diese Prasentation sowie samtliche darin enthaltenen Inhalte,
Konzepte und Materialien sind geistiges Eigentum der avodaq
AG und unterliegen den geltenden Urhebergesetzen. Die ganze
oder teilweise Vervielfaltigung sowie jede Weitergabe an Dritte
sind nicht gestattet.
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